Epic TIP SHEET

MemorialCare Link (MC Link) Two-Factor Authentication (2FA)
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Two-factor authentication (2FA) is being implemented by MemorialCare requiring MemorialCare Link (MC Link)
users to enter their standard username and password plus a randomly generated one-time passcode to log in.
Users can choose between an authentication method of mobile app, text message, or email in which to receive
the passcode; the passcode can be used only once, and is required for each log in. This tip sheet provides
authentication set-up instructions for all available methods as well as instructions on how to change the method
in which to receive passcodes.

Selecting an Authentication Method

Authentication Method — Mobile App

This section is dedicated to downloading the mobile app. If the user would like to utilize text message or email
as the authentication method, proceed to the appropriate section as indicated below.

e Authentication Method — Text Message
e Authentication Method — Email

1. Loginto MC Link. The Extra Security Required screen appears.
r N

User ID; | eessssee

Password: dlllll.lll‘

MemOrialCareMQ@

Memo-r-ialcare_ Forgot password?

2. Click Mobile App.

e
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Extra Security Required

Choose how you want to receive passcodes that are required to access
your MemorialCare Link account. This extra layer of security helps ensure
that you're the only person who can log in to your account, even if
someone knows your username and password.

Each time you try to log in, you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can
be used only one time.

Choose Your Authentication Method

Mobile Text )
App Message Email
L3

Cancel

In the app store of the user’s mobile device, download Google Authenticator or Authy.
Open the downloaded app.

Scan or manually enter the QR code.

Click Next.

z ;

Set Up Mobile App
Authentication

ukwnN

Scan the QR code below to set up authentication on your mobile device.
Popular applications include Google Authenticator and Authy.

Can't scan? Enter the following code manually:

2SWZIVFILITR5PKHF40G6BLP2ZY6CLII

4= Back = Next
ko

6. Enter the authentication passcode sent to the mobile device.
7. Click Verify.

MemorialCareﬂ‘mf?/Q f
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Confirm Authentication

Enter the code generated by the application.

Passcode

/715098

4= Back = Verify

Ly

8. Record and save the Reset Code.

1 z
%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

NJMNBGQ

IMPORTANT:
Write down and
save the Reset
Codelll

v | wrote down the r ode

(&) Finish

9. Click the check box within the | wrote down the reset code field, acknowledging the reset code has
been recorded and saved.
10. Click Finish.

| z
%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

NJMNBGQS

9 + | wrate down the reset code

@ (@) Finish

hr
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The Reset Code must be recorded and saved as the code is required if the user loses access to the
chosen authentication method or to change how the user receives passcodes.

11. Read the notification message.
12. Click Accept.

PLEASE READ:

Beginning July 26" Site Verification will be enabled requiring you to verify your group’s users within MemorialCare Link. You will be prompted to
complete verification as soon as you log-in. This is an important layer in security and maintaining user access integrity. Flease refer to the Home Page
Announcements for training details.

Beginning August gnd you will be required to use two-factor authentication when logging into MemorialCare Link. At MemorialCare we have been
vigilant in maintaining best-in-class security for our patients and continue to take steps to stay ahead of the curve. This extra layer of security is added to
ensure the safety of our patient information. Please refer to the Home Page Announcement for training details

" Accept * Cancel

.

Authentication Method — Text Message

This section is dedicated to setting up authentication via text message. If the user would like to utilize mobile
app or email as the authentication method, proceed to the appropriate section as indicated below.

Authentication Method-Mobile App
Authentication Method — Email

Log in to MC Link. The Extra Security Required screen appears.

UserID:| e

Password:| OOIIIIQOII‘ |

MemorialCare. gt T

MemorialCarelint QS)

2. Click Text Message.

MemorialCarel//. Q ’
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be used only one time.

Extra Security Required

Choose how you want to receive passcodes that are required to access
your MemorialCare Link account. This extra layer of security helps ensure
that you're the only person who can log in to your account, even if
someone knows your username and password.

Each time you try to log in, you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can

Choose Your Authentication Method

Mobile Text
App Message
i

Email

Cancel

3. Within the Phone number field, enter the phone number to be used for authentication.

4. Click Next.

Phone number

Set Up SMS Authentication

Enter your phone number where you will receive passcodes.

4= Back = Next

k;_

5. Enter the Passcode texted to the mobile device.

6. Click Verify.

MC Link 2-Factor Authentication
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IS - IR

Confirm Authentication

Enter the code we just sent to ***12

Re-send Code  Change Phone Number

Passcode

470879

4= Back = Verify

k;—

7. Record and save the Reset Code.

1 :
%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code ]
IMPORTANT- Write

down and save the
Reset Codelll

(&) Finish

8. Click the check box within the | wrote down the reset code field, acknowledging the reset code has
been recorded and saved.
9. Click Finish.

1 ;
%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

MXLZ6NHT

v | wrote down the reset code

e ) Finish
-

K
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The Reset Code must be recorded and saved as the code is required if the user loses access to the
chosen authentication method or to change how the user receives passcodes.

10. Read the notification message.
11. Click Accept.

PLEASE READ:

Beginning July 26™ Site Verification will be enabled requiring you to venfy your group’s users within MemorialCare Link. You will be prompted to
complete verification as soon as you log-in. This is an important layer in security and maintaining user access integrity. Please refer to the Home Page

Announcements for training details.

Beginning August ond you will be required to use two-factor authentication when logging into MemorialCare Link. At MemorialCare we have been
vigilant in maintaining best-in-class security for our patients and continue to take steps to stay ahead of the curve. This extra layer of security is added to
ensure the safety of our patient information. Please refer to the Home Page Announcement for training details.

" Accept X Cancel

N

Authentication Method — Email

This section is dedicated to setting up authentication via email. If the user would like to utilize mobile app or text
message as the authentication method, proceed to the appropriate section as indicated below.

Authentication Method-Mobile App
Authentication Method — Text Message

1.
r

Log in to MC Link. The Extra Security Required screen appears.
“\

Use,—|[):| asssssse |

Password:| oouu--oo--‘ |

MemorialCare. fiaeipastek

MemorialCarelint Q@

2. Click Email.

MC Link 2-Factor Authentication MemorlalCarewlf?/ J
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Extra Security Required

Choose how you want to receive passcodes that are required to access
your MemorialCare Link account. This extra layer of security helps ensure
that you're the only person who can log in to your account, even if
someone knows your username and password.

Each time you try to log in, you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can
be used only one time.

Choose Your Authentication Method
Mobile Text )
App Message Email

"

Cancel

3. Within the Email Address field, enter the email address to be used for authentication.
4. Click Next.

z s
Set Up Email Authentication

Enter the email address where you will receive passcodes.

Email Address

.com| x

4= Back = Mext
- -._ u 5

5. Enter the Passcode sent to the email address provided in the step above.
6. Click Verify.

MC Link 2-Factor Authentication MemorlalCarewlf?/ J
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T |

Confirm Authentication

Enter the code we just sent to: .com

Re-send Code  Change Email

Passcode

T83S7N

#= Back = Verify
gl 3

7. Record and save the Reset Code.

1 z
%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

9XX85MTG

IMPORTANT:
Write down & save
the Reset Code

8. Click the check box within the | wrote down the reset code field, acknowledging the reset code has

been recorded and saved.
9. Click Finish.

MC Link 2-Factor Authentication
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1 2
‘\;(\:, Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

9XX85MTG
| p—

e@ Finish

A

The Reset Code must be recorded and saved as the code is required if the user loses access to the
chosen authentication method or to change how the user receives passcodes.

10. Read the notification message.
11. Click Accept.

PLEASE READ:

Beginning July 26™ Site Verification will be enabled requiring you to verify your group’s users within MemorialCare Link. You will be prompted to
complete verification as soon as you log-in. This is an important layer in security and maintaining user access integrity. Please refer to the Home Page
Announcements for training details.

Beginning August 2nd you will be required to use two-factor authentication when logging into MemonalCare Link. At MemonalCare we have been
vigilant in maintaining best-in-class security for our patients and continue to take steps to stay ahead of the curve. This extra layer of security is added to
ensure the safety of our patient information. Please refer to the Home Page Announcement for training details.

" Accept X Cancel
SNy

e
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Change/Reset the Authentication Method

Users have the ability to change their chosen authentication method as long as the user has recorded and saved
the reset code provided upon authentication set-up. If the user does not have the reset code and would like to
change the authentication method, the user must contact the MemorialCare Helpdesk at 1-855-647-7787.

The authentication method can be changed upon log-in or once logged into MC Link.

Reset Authentication Upon Log In

1. Enter the user ID & password.
2. Click Log In.
"

UserID:‘ EXTTIT I |

Password:‘ oooocnooool |

LOGIN

MemorialCareM-@

MemorialCare. IFEEE (PR

3. Click the reset additional authentication link.
Enter Your Passcode

Use the code sent to your phone number *+*12,

Cancel

Having trouble?

Re-send the code 0r|reset additional authentication |

N

4. Enter the reset code provided when setting up 2-Factor Authentication.
5. Click Reset.

MemorialCarel//. Q ’
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Reset Additional
Authentication

Enter the single-use reset code you were given when you set up additional
authentication. If you lost this code, contact your system administrator.

4TD3RDL5

4 Back = Reset
.,_k .

6. Click Yes within the Reset Additional Authentication screen. The user is taken to the authentication
enrollment screen.

Reset Additional
Authentication

Are you sure you want to reset your additional authentication settings?

You will have to set up another authentication method if you click Yes.

' Yes X No

7. Choose the desired authentication method.
o For Mobile App instructions, refer to the Authentication Method — Mobile App section above.

e For Text Message instructions, refer to the Authentication Method — Text Message section above.
e For Email instructions, refer to the Authentication Method — Email section above.

e
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© 2021 Epic Systems Corporation. Used with permission.

Page 12 of 15 07_2021



Epic TIP SHEET

Extra Security Required

Choaose how you want to receive passcodes that are required to access
your MemorialCare Link account. This extra layer of security helps ensure
that you're the only person who can log in to your account, even if
someone knows your username and password.

Each time you try to log in, you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can
be used only one time.

Choose Your Authentication Method
Mobile Text )
App Message Email

Cancel

Reset Authentication Once Logged In

1. Enter the user ID & password.
2. Click Log In.
'

~
User ID: ‘ LIS |
Password: ‘ eeene '| |
MemorialCarelinte Q
y ,‘g
MemorialCare. IFarefett (RSt ERH
»,
3. Enter the Passcode sent to the mobile device.
4. Click Log In.
Enter Your Passcode
Use the code sent to your phone number ***12,
Cz;ncel
Having trouble?
Re-send the code or reset additional authentication
ARl
MC Link 2-Factor Authentication MemorlalCare&nfé
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5. Read the notification.
6. Click Accept.

Login Message-Setby ~  at7/15/2021 4:.03 PM

PLEASE READ:

refer to the Home Page Announcements for training details.

Beginning July 26" Site Verification will be enabled requiring you to verify your group’s users within MemorialCare Link. You will be
prompted to complete verification as soon as you log-in. This is an important layer in security and maintaining user access integrity. Please

Beginning August 2nd you will be required to use two-factor authentication when logging into MemorialCare Link. At MemorialCare we
have been vigilant in maintaining best-in-class security for our patients and continue to take steps to stay ahead of the curve. This extra layer of
security is added to ensure the safety of our patient information. Please refer to the Home Page Announcement for training details.

i |

" Accept ¥ Cancel

s
Ly

7. Click Menu within the upper toolbar.
8. Click Settings.

C

Menu | Log Out

Home Patient

In Basket Demographics

Patient List Coverages
New Referral

Referral Search

Pl

Referral by Member

Epic

5

Settings

Pt
n

Secure

9. Select Reset Additional Authentication.

Settings

 User Settings
Change Password

Change the password that you use to log in.

Set Default Page
Choose the page that appears by default when you log in or select a
patient.

Patient Selection Preferences

Specify the patient selection method that you would like to use by default.

Challenge Questions
Set challenge questions so that if you forget your password, you can reset
it by answering the guestions correctly.

Notification Preferences

Choose which In Basket message types you would like to receive real-time
notifications for.

Reset Additional Authentication
Set up a new r.Ry to get passcodes.

r Event Monitor Settings

Event Settings
Manage your Event Monitor settings.

10. Enter the Passcode sent to the mobile device.
11. Click Reset.

MC Link 2-Factor Authentication
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MC Link 2-Factor Authentication

Settings Reset Additional Authentication

Use the code sent to your phone: **#12

Passcode: | 1891 56|

“M Re-send 7m Reset

e

X Cancel

R

12. Select Yes within the Reset Additional Authentication screen. The user is taken to the authentication

enrollment screen.

Settings Reset Additional Authentication
Are you sure you want to reset your additional authentication settings? You will have to set up another authentication method.

v Yes
N

X No

13. Choose the desired authentication method.

e For Mobile App instructions, refer to the Authentication Method — Mobile App section above.
e For Text Message instructions, refer to the Authentication Method — Text Message section above.
e For Email instructions, refer to the Authentication Method — Email section above.

Extra Security Required

Choose how you want to receive passcodes that are required to access
your MemorialCare Link account. This extra layer of security helps ensure
that you're the only person who can log in to your account, even if
someone knows your username and password.

Each time you try to log in, you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can
be used only one time.

Choose Your Authentication Method

Mobile
App

Text

Message Email

Cancel
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