
 

 

       TIP SHEET 
 

MC Link 2-Factor Authentication    

Page 1 of 15 
© 2021 Epic Systems Corporation. Used with permission. 

 07_2021 
                         

   
 

MemorialCare Link (MC Link) Two-Factor Authentication (2FA) 
Overview .................................................................................................................................................................... 1 

Selecting an Authentication Method ........................................................................................................................ 1 

Authentication Method – Mobile App .................................................................................................................. 1 

Authentication Method – Text Message ............................................................................................................... 4 

Authentication Method – Email ............................................................................................................................ 7 

Change/Reset the Authentication Method ............................................................................................................. 11 

Reset Authentication Upon Log In ....................................................................................................................... 11 

Reset Authentication Once Logged In ................................................................................................................. 13 

Overview 

Two-factor authentication (2FA) is being implemented by MemorialCare requiring MemorialCare Link (MC Link) 
users to enter their standard username and password plus a randomly generated one-time passcode to log in. 
Users can choose between an authentication method of mobile app, text message, or email in which to receive 
the passcode; the passcode can be used only once, and is required for each log in. This tip sheet provides 
authentication set-up instructions for all available methods as well as instructions on how to change the method 
in which to receive passcodes. 

Selecting an Authentication Method 
 
Authentication Method – Mobile App 

This section is dedicated to downloading the mobile app. If the user would like to utilize text message or email 
as the authentication method, proceed to the appropriate section as indicated below.  

• Authentication Method – Text Message  
• Authentication Method – Email 

 
1. Log in to MC Link. The Extra Security Required screen appears. 

  
 
2. Click Mobile App. 
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2. In the app store of the user’s mobile device, download Google Authenticator or Authy. 
3. Open the downloaded app. 
4. Scan or manually enter the QR code.  
5. Click Next.  

 
 
6. Enter the authentication passcode sent to the mobile device. 
7. Click Verify. 
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8. Record and save the Reset Code.  

 
 
9. Click the check box within the I wrote down the reset code field, acknowledging the reset code has 

been recorded and saved. 
10. Click Finish. 
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The Reset Code must be recorded and saved as the code is required if the user loses access to the 
chosen authentication method or to change how the user receives passcodes. 

 

11. Read the notification message. 
12. Click Accept. 

 
 

Authentication Method – Text Message 

This section is dedicated to setting up authentication via text message. If the user would like to utilize mobile 
app or email as the authentication method, proceed to the appropriate section as indicated below.  

• Authentication Method-Mobile App  
• Authentication Method – Email 

 
1. Log in to MC Link. The Extra Security Required screen appears. 

  
 
2. Click Text Message. 
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3. Within the Phone number field, enter the phone number to be used for authentication. 
4. Click Next.  

 
 
5. Enter the Passcode texted to the mobile device.  
6. Click Verify. 
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7. Record and save the Reset Code.  

 
 
8. Click the check box within the I wrote down the reset code field, acknowledging the reset code has 

been recorded and saved. 
9. Click Finish. 
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The Reset Code must be recorded and saved as the code is required if the user loses access to the 
chosen authentication method or to change how the user receives passcodes. 

 

10. Read the notification message. 
11. Click Accept. 

 
 

Authentication Method – Email 

This section is dedicated to setting up authentication via email. If the user would like to utilize mobile app or text 
message as the authentication method, proceed to the appropriate section as indicated below.  

• Authentication Method-Mobile App  
• Authentication Method – Text Message 

 
1. Log in to MC Link. The Extra Security Required screen appears. 

  
 
2. Click Email. 
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3. Within the Email Address field, enter the email address to be used for authentication. 
4. Click Next.  

 
 
5. Enter the Passcode sent to the email address provided in the step above. 
6. Click Verify. 
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7. Record and save the Reset Code.  

 
 
8. Click the check box within the I wrote down the reset code field, acknowledging the reset code has 

been recorded and saved. 
9. Click Finish. 
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The Reset Code must be recorded and saved as the code is required if the user loses access to the 
chosen authentication method or to change how the user receives passcodes. 

 

10. Read the notification message. 
11. Click Accept. 
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Change/Reset the Authentication Method 

Users have the ability to change their chosen authentication method as long as the user has recorded and saved 
the reset code provided upon authentication set-up. If the user does not have the reset code and would like to 
change the authentication method, the user must contact the MemorialCare Helpdesk at 1-855-647-7787.  

The authentication method can be changed upon log-in or once logged into MC Link.  

Reset Authentication Upon Log In 

1. Enter the user ID & password.  
2. Click Log In. 

 
 
3. Click the reset additional authentication link. 

 

4. Enter the reset code provided when setting up 2-Factor Authentication. 
5. Click Reset. 
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6. Click Yes within the Reset Additional Authentication screen. The user is taken to the authentication 
enrollment screen. 

 

7. Choose the desired authentication method. 
• For Mobile App instructions, refer to the Authentication Method – Mobile App section above. 
• For Text Message instructions, refer to the Authentication Method – Text Message section above. 
• For Email instructions, refer to the Authentication Method – Email section above. 
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Reset Authentication Once Logged In 

1. Enter the user ID & password.  
2. Click Log In. 

 
 
3. Enter the Passcode sent to the mobile device. 
4. Click Log In. 
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5. Read the notification. 
6. Click Accept. 

 
 

7. Click Menu within the upper toolbar. 
8. Click Settings. 

 
 

9. Select Reset Additional Authentication. 

 
 
10. Enter the Passcode sent to the mobile device. 
11. Click Reset.  
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12. Select Yes within the Reset Additional Authentication screen. The user is taken to the authentication 
enrollment screen.  

 
 
13. Choose the desired authentication method.  

• For Mobile App instructions, refer to the Authentication Method – Mobile App section above. 
• For Text Message instructions, refer to the Authentication Method – Text Message section above. 
• For Email instructions, refer to the Authentication Method – Email section above. 
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